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Cookie Monsters: Online Privacy and Data Gathering 

W e all know (or at least we ought to 
know) that there’s no such thing 
as a free lunch. That means that 

when we get media that we don’t pay for, 
such as broadcast television, we know 
that we’re paying for it by being exposed 
to advertising messages. Now, however, 
when we go online, we pay in a second, 
related currency—information. Who are 
we? Where do we shop? Where do we 
go? What kind of phone do we use? And 
the list goes on.

The difficulty is that it isn’t always obvious 
to consumers what kind of information is 
being collected about us. Think about 
Facebook. Yes, the social network giant 
shares its privacy policy, but that policy 
runs 9,000 words and is read by virtually 
no one. Geoffrey A. Fowler, writing for the 
Wall Street Journal, notes that Facebook 
not only tracks what you do on Facebook; 
it also looks at the cookies (small data 
files) left behind by other Web sites you’ve 
visited and the activity of the apps you 

use. The thing to remember is that 
although you don’t pay money for 
accessing Facebook, you do pay with 
access to your information. And that 
information, according to the Wall Street 
Journal, is worth about $7 a year per 
person.74

If you know where to look, you actually 
can see what Facebook thinks you are 
interested in. There’s a small icon in the 
upper right-hand corner of each ad that 
will eventually take you to a list of all the 
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A small piece of 
data sent from 
a website and 
stored in a 
user’s web 
browser. Every 
time the user 
loads the 
website, the 
browser sends 
the cookie back 
to the server to 
notify the 
website of the 
user’s previous 
activity.

Fingerprinting
A newer 
tracking 
technique that 
allows web 
sites to collect 
and analyze the 
characteristics 
of a computer 
(plug-ins, 
software, 
screen size, 
time zone, 
fonts) in order 
to form a 
unique 
signature. 

Those 50 
websites 
were 
responsible 

for placing 3,180 
tracking files on a test 
computer

One-third 
of those 
tracking 
files 

performed basic 
functions like 
remembering 
passwords

But 
two-thirds 
of the files 
were 

responsible for 
creating consumer 
profiles that could be 
tracked

40 percent of all web 
pages viewed by 
Americans come from 
just 50 of the most 
popular websites.

Millenials tend to feel somewhat more open to 
sharing data and information than older users.

Sources:

http://online.wsj.com/news/articles/
SB1000142405274870394090457
5395073512989404

Recently it was revealed that U.S. intelligence agencies were collecting the metadata for telephone 
records of U.S. citizens in bulk, under Section 215 of the USA PATRIOT Act. A study of 225 cases of 
individuals charged in the U.S. with an act of terrorism since 9/11, however, calls into question the 
effectiveness of massive data collection: 

Percentage of 225 terrorism cases solved by which means

Differing views about data privacy

Questioning the effectiveness of NSA’s metadata collection

Cookies collect personal information

Millenials Age 35+

70% 77%

No one should ever be allowed to have access
to my personal data or web behavior

25% 19%

I’m O.K. with trading some of my personal
information in exchange for more relevant
advertising

51% 40%

I’m O.K. with sharing with sharing information with
companies as long as I get something in return

56% 42%

I would be willing to share my location
with companies in order to receive coupons
or deals for nearby businesses

223 Number of cookies dropped onto 
visitor’s computers by 

Dictionary.com

86% Percentage of websites that drop 
one or more cookies on visitor’s 

computers

0 Number of cookies dropped
by Wikipedia

60% Percentage of respondents who 
said they would want a Do Not 

Track Law to prevent websites from 
collecting information from them

Sources:
http://digiday.com/publishers/13-alarming-stats-about-cookies/
http://paulsinternetsecurityblog.wordpress.com/2012/06/30/tracking-co
okies-how-many-does-your-computer-have/
http://online.wsj.com/news/articles/SB10001424052748703940904575
395073512989404

NSA surveillance under an unknown authority

NSA Bulk Collection under Section 215

Militant self-disclosed by publicizing his extremist activity
NSA surveillance targeting non-U.S. persons under Section 702

Routine law enforcement
Plot not prevented prior to incident

Other non-NSA intelligence provided by CIA, FBI, etc.
Suspicious activity report

Informant
Community or family tip

Unclear

1.3%

1.8%

4%
4.4%

5.3%
5.3%

8%
8.4%

16%
17.8%

27.6%

Bigger web sites 
have bigger appetites 
for consumer data

30%

Users who 
delete their 
cookies 
every 
month


